* adafruit learning system

Introducing the Adafruit Bluefruit LE Sniffer

Created by Kevin Townsend

Bl Lo Yow G0 Coptwe feabym Rt Tephony ook jriomah  Help
codm BOXR G aaanD g@o®|my X
Fiter: [ Epressien_ Ciear Appty S
a Tt Sl D= Protocsl  Langth  Infe -
5990 TR, 03085 slave masrer LE LL 6 Empry POU
Y45 28%, GONO2 Madter Slave LE LL 16 Empty PO
A5555 2855, 00035 Slave Master ATT 3 Ecwd Handle value Motification, Handle: Owiddlc
FI5PE TE3T. 4974 MantTer slave LE LL 6 Empty PODU
55597 2855.05107 Slave RASTEr LE L 26 Impty POU
55558 2ESS. 0961 dMasTer Elave LE LL 6 impry POU
55590 JES5.00TTE Slave MASTEr LE LL 6 empry POU
S5E00 FESS. 10274 Master slave LE LL 36 Empry PoU
SI601 TB55. 19098 Slave AL er LE LL 6 Empty POU
AIE0T TR3G, 9000 Master Slave LE LL 6 EmpEty PDU
55803 2853, 29210 slave mEsTEr LE LL 6 Empty PDU
SIE04 TS, 33914 MasTer Slave LE LL 6 Impry POU
S5805 ZB55. 34070 Slave masTer LE LL 6 impry POU =
SHE0E TESS. JRH1E MasTer Slave LE LL 6 Empry POU
5607 FESS. 38071 slave MEST @ LE LL 26 EEpty POU ‘e
. =, “

& Frame 33393 M bytes on wire (72 bits), M tytes captured (272 bits) on interface 0
i mordic BLE smiffer seta
1 Bluetooth Low Dnergy Link Layer
Access address: OwB4ddllTH
H Data Header @ OwDBO0a

000, . - BFU: O
.} = More Data: False
= Gequence Nmber; True
= Wext Expected Sequence kumber: False
0 = LLID: Start of an L2CAF message or a cosplete LICAF message with no frageentation (0x02)
000, .... = ®Fu O
...0 1000 = LengTh: &

w ORC: DofadToR
= Wlusoeth Licas Protocol
[ X
£I0: Attribwte Protocs] (OwdO04)

value motification {full

Last updated on 2015-12-08 10:30:13 PM EST



Guide Contents

Guide Contents
Introduction

FTDI Driver Requirements
Using the Sniffer

Nordic's nRF Sniffer Utility (Windows only)
Python API (Cross-Platform, no Registration)

Nordic nRF Sniffer

Getting the Sniffer Utility

Getting Wireshark

Running the Sniffer

Select the Sniffer Target

Working with Wireshark

Capturing Exchanges Between Two Devices
Scan Response Packets
Connection Request
Write Request

Regular Data Requests
Notify Event Data

Closing Wireshark and nRF-Sniffer
Moving Forward
OS X Support
Python API
Requirements
Download the API
Using the sniffer.py Wrapper
Linux
OS X
Windows
Scanning for Devices

Locating the Log File
Analyze Data in Wireshark

FAQs

© Adafruit
Industries

https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer

O NNNNoa~r MO DN

(00)

Page 2 of 30



Introduction

Using a special firmware image provided by Nordic Semiconductors and the open source network
analysis tool Wireshark, the Bluefruit LE Sniffer (http://adafru.it/edE) can be used as a low cost
Bluetooth Low Energy sniffer.

NOTE: This product can only be used to sniff Bluetooth Low Energy devices. It will not work
with classic Bluetooth devices or transactions.

Since nRF-Sniffer is a passive solution that is simply scanning packets over the air, there is
the possibility of missing packets using this tool (or any other passive sniffing solution). In
order to capture as many packets as possible, be sure to run the sniffer on a USB bus that
isn't busy and avoid running it in a virtual machine since this can introduce significant latency

over USB.
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https://www.adafruit.com/product/2269

FTDI Driver Requirements

Before you can start talking to the sniffer, you'll need to install a standard FTDI driver for the
FT231x located on the device.

Find the appropriate FTDI VCP installer on the FTDI Driver Download Page (http://adafru.it/adv),
install it on you system, and then insert the sniffer in any USB port on your system.

Currently Sepporisd WEP Drvens:
Processor Architecturs
Oparating System “’g:' a8 {X2-b) b - PRC  ARM  MIPSE MIPEN  SHL Ememants
Avalutis b MD SRBUMSS 212.03'WHOL Cortfiad
Windows" S 40830 g il . = Apinbin me JR.0 SIR0ULEA
oo | iisohio com B 0 Motes
Contace ok 1 Erin CuBOrmied
A FTD desvices mow supporied i Ubuniu 91,90, kel 3.0.0-
Lirux 2009-05-14 150 150 L]
Fsber i TH-101 ¥ you e a cusiom WP VIDAPID in Lo
Mac D5 X 2012-08-10 FER ] 2218 2218 Mhlﬁﬂﬂiﬂmml;amwﬂmﬂ'ﬂ-nmc

Using the Sniffer

There are currently two ways to use the sniffer:

Nordic's nRF Sniffer Utility (Windows only)

If you are on Windows, the best user experience will be had by using the official Nordic nRFSniffer
application, available as a download from Nordic Semiconductors after creating a 'My Pages'
account, and regitering your device using the product ID located on the Bluefruit LE Sniffer

packaging.

More information on using Nordic's nRF Sniffer application (http://adafru.it/k6F).
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http://www.ftdichip.com/Drivers/VCP.htm
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public
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random

If you are not using Windows, or don't wish to create a MyPages account, the alternative is to use a
Python interface to communicate with the nRFSniffer firmware, which will log any traffic to a libpcap
file that can be opened directly in Wireshark. This has been tested on OS X 10.10, Ubuntu 14.04
and Windows 7, but it currently doesn't support streaming data directly into Wireshark via named

pipes (though this is possible with some platform-specific effort).

More information on using the Python API (http://adafru.it/k7a).
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Nordic nRF Sniffer

The following guide will walk you through downloading, installing and using the official nRF Sniffer
application fro Nordic Semiconductors.

Getting the Sniffer Utility

The Bluefruit LE Sniffer comes pre-flashed with the special sniffer firmware image, but you'll need
to go to Nordic's website and download the nRF-Sniffer package to capture the data on Windows
and push it out into Wireshark for packet by packet analysis.

Go to the nRF Sniffer product page (http://adafru.it/ezV) and click the 'downloads' tab, then
download the latest version of the utility, as shown below, and unzip it:

Code Name Version
nRF Sniffer (First Production release) - PC Software and Device
nRF-Sniffer Firmware that allow you to see all Bluetooth low energy packets 1.0.1

on the air between two devices.

Inside this downloaded file you'll find the sniffer executable, which will open up the command-line
tool when you click on it.

Getting Wireshark

In order to use the sniffer utility you'll also need to download Wireshark (http://adafru.it/ecp),
preferably verison 1.12.1 (the same one used in this tutorial).

Simply select the 32-bit or 64-bit Windows Installer and install it on your machine using the default
settings:

Stable Release (1.12.2

Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps (32-bit)
& OS5 X 10.6 and later Intel 64-bit .dmg
05 X 10.5 and later Intel 32-bit .dmg

Source Coge
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http://www.nordicsemi.com/eng/Products/Bluetooth-Smart-Bluetooth-low-energy/nRF-Sniffer
https://www.wireshark.org/download.html

Make sure that you install the libpcap library when installing Wireshark. Any log files captured

by the python library are in libpcap format, and will require this library to work.

Running the Sniffer

Now that everything is installed, you can get started using the Bluefruit LE Sniffer and the sniffer
bridge SW that pushes any sniffed data out into Wireshark ...

Select the Sniffer Target

The nRF-Sniffer can only sniff one device at a time, so the first step is getting the sniffer running
and then selecting the device that you want to debug.

Start nRF-Sniffer by running the ble-sniffer_win executable (for example: ble-
sniffer_win_1.0.1_1111_Sniffer.exe).

This will try to detect the device running the nRF-Sniffer firmware over a UART COM port.

If the board isn't detected right away type 'f' to erase any previous com port settings, or try
removing and then re-inserting the sniffer while the console application is running.

Once the sniffer is found, you should see a list of all BLE devices that were detected in listening
range:

If you see a warning in the application about your firmware being out of date and requesting to

update it, IGNORE THE WARNING. The Adafruit boards run a slightly modified version of the
sniffer firmware, which causes the tool to think it is out of date.
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In this particular case, we'll select device number 2, which is a BLEFriend running the standard
UART firmware.

Type the device number you want to sniffer (in this case "2'), and you should see the device
highlighted in the list, similar to the image below:
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BILE Plugin veprsion SUN »ev. 1111

Commands =
1 List the devices available for sniffing. -
arrow keys NHavigate the device list. Use ENITER to zelect.
[#] or ENTER Select a device to sniff from list.
Like EMTER, but sniffer will only follow advertizements.
Start Wireshark, the primary viewer for the sniffer.

ay Filter: Hearest des CRSEI > -58 dBm2>.

ay filter: MHearest device: 351 > —78 dBm)>.
play filter: Hearest devic (RS 98 dBm>.

Remove display filter.
key entry
key entry
sEQqUENCE .
s UpPpo

u Launch Uﬂef Guide <pdf>
GTRL—R Re-program firmware onto hoard

Available devices:

# public name RESI device address
bty 98 dBm 14:99:e2:85:29:cf public

98 dBm : : public

—-46 dBm randomn
sniffing device 2 - "

At this point you can type 'w', which will try to open wireshark and start pushing data out via a
dedicate pipe created by the nRF-Sniffer utility.

Working with Wireshark

Once Wireshark has loaded, you should see the advertising packets streaming out from the
selected BLE device at a regular intercal, as shown in the image below:
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210 38, 0421390 5lave MASTér LE LL &0 ADV_IND

211 38, 0460030 5lave Haster LE LL &0 ADV_IND

212 38, 0478100 slave MASTer LE LL 60 ADV_IND

213 38, 5964040 Slave Haster LE LL &0 ADV_IND

214 3B, 5991960 5lave Hasrer LE LL &0 ADV_IND

215 38. 6012380 51ave Haster LE LL G0 ADV_IND

216 39.1499950 slave Haster LE LL &0 ADV_IND

217 391526170 51ave Haster LE LL 60 ADV_IND

218 39.1543130 Slave saster LE LL &0 ADV_IND

219 39. 6971230 5Tave Hasiter LE LL &0 ADV_IND

220 39, T004TED Slave Haster LE LL B0 ADV_IND

221 39, 7022140 slave MAST ér LE LL 60 ADV_IND

222 40, 2470320 51ave Haster LE LL G0 ADV_IND

223 40. 2502480 slave MASTer LE LL &0 ADV_IND

224 40, 2522760 51ave Haster LE LL G0 ADV_IND

225 40. BOD4240 slave HasTer LE LL &0 ADV_IND

226 40, B039290 Slave Haster LE LL &0 ADV_IND

227 40, BDSEBE0 Slave Hasrer LE LL B0 ADV_IND

228 41, 3522920 5Tave Hastaer LE LL B0 ADV_IND [
229 41, 3554480 Slave sastrer LE LL B0 ADV_IND :*
230 41. 3572300 5Tave Haster LE LL &0 ADV_IND -

i ] ] v

® Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 birs) on incerface O
® Nordic BLE sniffer meta
|+ Bluetooth Low Emergy Link Layer

0000 11 06 35 01 42 70 06 0a 01 25 Zb 00 00 26 &f OB - o,
0010 OO dbé be 89 8e 40 22 11 95 31 7 cb e4 03 19 00
0020 02 02 01 O6 02 Oa 00 11 07 9& ca dc 24 Oe €5 a9 M
0030 ed 93 3 a3 b5 01 00 40 6Ge fb fa f9 .

o O pipe ek nordic_sle <live capturean | Packets: 230 - Displ: | Prafie: Defait

One of the key benefits of WireShark as an analysis tool is that it understands the raw packet
formats and provides human-readable displays of the raw packet data.

The main way to interact with BLE data packets is to select one of the packets in the main window,
and then expand the Bluetooth Low Energy Link Layer treeview item in the middle of the Ul, as
shown below:
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File i View Go Capture fGnalyze Sestitics Telephony Tools |ntemals Help
e Am ) BEEXR AesaTa2 [EE aaan a8 %x B

Filter:  bile B Expression... Clear fApply  Save
Mo, Time Source Destination Protocol  Lemgth  Info -
1338 245. 312104 Slave Haster LE LL &0 ADV_IND =
1339 245, 315097 51ave Master LE LL G0 ADV_IND -
‘] [T J 3

* Frame 1338: &0 bytes on wire (480 bits), 60 bytes captured (480 bits) om interface 0
+ Wordic BLE smiffer meta

Access address: Ox8eB9beds
@ Packer Header: 0x2240 (PDU Type: ADV_IND, Txadd=false, mxadd=false)
advertising address: ed:cB:c7:30:95:11 (ed:ch:icT:31:95:11)

B advertising Data
= Appearance: Generic Tag
Length: 32
Type: appearance (0xl9)
Appearance: Generic Tag (0x0200)
= Flags
Length: 2
Type: Flags (Ow0l)
000. .... = Reserved: 0wDO
Simultanecus LE and BR/JEDR to Same Device Capable (Host): false (Ox00}
Simultaneous LE and BR/EDR To Same Device Capable (controller): false (0w00)
ER/EDR Mot Supported: true (0x01)
LE General Discoverable mode: true (OwOL)
cess +--0 = LE Limited piscoverable mode: false (Ox00)
= Tx Power Lewvel
Length: 2
Type: Tx Power Level {Owda)
Power Level (dem): O
= 128-bit Service Class UUIDs
Length: 17
Type: 128-bit Service Class UUIDs (007D
Custom UUID: 9ecadc?40ese5adeddidf1aibsiolod06e

11 06 35 01 7b 75 06 Da
0010 00 be 89 2

.eald

[
BN

O % Advertising Data (Bcommcn.eir_sd.advertis... | Packets: 1592 - Di... | Profie Defaul

Clicking on the Advertising Data entry in the treeview will highlight the relevant section of the raw
payload at the bottom of the screen, but also provides human readable information about the
payload that can save you a lot of time trying to debug or reverse engineer a device.

We can see, for example, that the device is advertising itself as a Bluetooth Low Energy only device
('BR/EDR Not Supported'), with a TX Power Level of 0dBm, and a single service is being advertised
using a 128-bit UUID (the UART service in this case).

Capturing Exchanges Between Two Devices

If you wish to sniff data being exchanged between two BLE devices, you will need to establish a
connection between the original device we selected above and a second BLE device (such as an
iPhone or an Android tablet with BLE capabilities).

The nRF-Sniffer firmware is capable is listening the all of the exchanges that happen between these
devices, but can not connect with a BLE peripheral or central device itself (it's a purely passive
device).

© Adafruit

. https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer Page 12 of 30
Industries



Scan Response Packets

If you open up nRF UART on an Android or iOS device, and click the Connect button, the phone or
tablet will start scanning for devices in range. One of the side effects of this scanning process is
that you may spot a new packet in Wireshark on an irregular basis, the 'SCAN_REQ' and
'SCAN_RSP' packets:

Eile [dit Yiew Go Capture Anslyze Gtatistics Telephomy Jools [mbernsks  Help
[ =] "

® 4 EEXR e+ T2 ([EE acaamn apmx B
liMe. Time: Source Destination Protocal  Length  Info [
3890 T13. 339295 Slave Master LE LL 60 ADV_IND
3891 713. 340712 slave MAST &r LE LL 38 SCAN_REQ
3892 713, 342455 slave Master LE LL 38 SCAN_RSP
3893 713, 343931 slave MAsTer LE LL 60 ADV_IND
3804 713.E83519 51ave Master LE LL 60 ADV_IND -
3895 713, BR6E540 5lave MasTer LE LL 60 ADV_IND
3896 T13. 688265 Slave Master LE LL 60 ADV_IND .
4 = - i ¥
o Frame 3692: 38 bytes on wire (304 bits), 38 bytes captured (304 Bits) on interface O
[E NOrgic BLE ¥ &r meta I

access address: OxBedSbedb
# Packet Header: OwOcdd (PDU Type: SCAN_RSP, Twidd=false, Ruidd=false)
advertising address: ed:c6:e7:31:95:11 (ed:ch:e7=231:95:11)
= Scan Response Data: 050955415254
= advertising pata
= Device Name: UART
Lemgth: 5
Type: Device name (0x09)
pevice mame: UART

1 52 34 16 25 3f

!.;gr Frame (frame), 32 bytes | Packets: 4882 - Di | Profile: Defsult

The Scan Response is an optional second advertising packet that some Bluetooth Low Energy
periperhals use to provide additional information during the advertising phase. The normal
mandatory advertising packet is limited to 31 bytes, so the Bluetooth SIG includes the possibility to
request a second advertising payload via the Scan Request.

You can see both of these transactions in the image above, and the Device Name that is included
in the Scan Response payload (since the 128-bit UART Service UUID takes up most of the free
space in the main advertising packet).

For more information on Scan Responses and the advertising process in Bluetooth Low Energy see
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our Introduction to Bluetooth Low Energy Guide (http://adafru.it/iCo).

Connection Request

Once we click on the UART device in nRF UART, the two device will attempt to connect to each
other by means of a Connection Request, which is initiated by the central device (the phone or

tablet).

We can see this CONNECT_REQ in the timeline in the image below:

y[=N Tieree:

6498 1190,
6499 1190,
G500 1160,
6501 1190,
6502 1161,
6503 1191.
6504 1191,
6505 1191.
6506 1191,
6507 1191.
6508 11592,
6509 1192,
6510 1192,
6511 1192.
6312 1192,
6513 1192,
6314 1192,
6315 1192,
6516 1192.
6517 1192.

f BN AR TF L o @mmE 8
Bhpmmms«n

FE.- L RITT] LT'-":
19107 5lave
73693 5lave
73983 5lave
74166 5lave
20056 5lave
29414 slave
29600 5lave
B4026 Slave
84456 5lave
B4G24 5lave
40771 slave
41270 5lave

45658 Master
45809 5lave

SO61L0Master
50758 Slave

0330 Master
60471 5lawve

69980 Master
70140 5lave

6518 1192. 74858 MASCTEr

Master

28
1=
R

0020
0030

3%

35 01 ae B9
be B9 Be 85
ed 75 11 dB
o2 ff fF 03

BENS

[l i
bl - 7

b0 9 cb BF

01 23 2¢ 00 00 9B 00 00
02 a2z Ob 22 ac 11 95 31
Za ¢4 02 09 00 27 00 00

|| @ * [\\\pipelwireshark_noedec_ble: <lve capture i.. | Pockets: 7285 - Di.. | Profie: Default

Lergth

&0 ADV_IND
&0 AaDv_IND
&0 ADV_IND
60 ADV_IND
&0 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
&0 ADV_IND
60 COMMECT_RED
26 Empty PDU
26 Empty PDU
35 mevd wWrite Request, Handle: Ox00le
26 Empty PDU
26 Empty PDU
26 Empty PDU
26 Empty PDU
26 Empty PDU
26 EmpTy PDU

& Frame 6509: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0O
| mordic BLE sniffer meta

- Bluetooth Low Energy Link Layer

Write Request

Once the connection has been established, we can see that the nRF UART application tries to write
data to the BLEFriend via a Write Request to handle '0x001E' (which is the location of an entry in
the attribute table since everything in BLE is made up of attributes).
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../../../../introduction-to-bluetooth-low-energy/gap

Fle ot Yiew Go Copture Anshze Satistics Telephony Tooks |ntemals Help
oo Al BEXR AeraTL [ES aaan apR%x B

NHa. Time Source Drestination Protocol  Length  Info .
G508 1192. 40771 slave Master LE LL 60 ADV_IND
6509 1192, 41270 5lave Master LE LL &0 COMNECT_REQ -
6510 1192, 45658 masTer slave LE LL 26 EmpTy PDU
6511 1192, 45804 5Tave HMaster LE LL 26 Empty PDU
6512 1192, 50610 MasTer slave ATT 35 povd write Request, Handle: Ox00le
G513 1192, 50758 5Tave Master LE LL 26 Empty PDU
6514 1192, 60330 MasTer slave LE LL 26 EmpTy PDU
6315 1192. 60471 5lave Master LE LL 26 Empty PDU
6516 1192, 69980 HasTer Slave LE LL 26 EmpTy PDU
G317 1192. 70140 s5lave Master LE LL 26 Empty PDU =

+ Frame 6512: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface O
# wordic BLE sniffer meta
- Bluetooth Low Emergy Link Layer
Access address: OxB4d81175
® Data Header: OwD902
m CRE: Ow3Zactf
= Bluetooth L2CAP Protocol
Length: 5
CID: Attribute Protocol (Ox(004)
| Blueroorth ArTribute ProToCo
Opcode: wWrite Request (Oxl2)
Handle: Ox00le
value: 0100

0000 11 06 1c 01 b2 8% 06 0a 03 Ob 2b 02 00 37 bd 00  ........ ..%..7..
0010 00 75 11 d8 B4 02 00 05 00 04 00 (MIFCHOEIENE .u...... ... BE00
0020 4c 35 FF LS.

@ | Bluetooth Astribute Protocol (Btatt), 5 bytes | Packets: 31996 . . | Profile: Defaukt

What this write request is trying to do is enable the 'notify' bit on the UART service's TX
characteristic (http://adafru.it/k7b) (0x001E is the handle for the CCCD or 'Client Characteristic
Configuration Descriptor (http://adafru.it/ecl)'). This bit enables an 'interrupt' of sorts to tell the
BLEFriend that we want to be alerted every time there is new data available on the characteristic
that transmits data from the BLEFriend to the phone or tablet.

Regular Data Requests

At this point you will start to see a lot of regular Empty PDU requests. This is part of the way that
Bluetooth Low Energy works.

Similar to USB, all BLE transaction are initiated by the bus 'Master', which is the central device (the
tablet or phone).

In order to receive data from the bus slave (the peripheral device, or the BLEFriend in this particular
case) the central device sends a 'ping' of sorts to the peripheral at a delay known as the 'connection
interval' (not to be confused with the one-time connection highlighted earlier in this tutorial).
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../../../../blefriend/uart-service
https://developer.bluetooth.org/gatt/descriptors/Pages/DescriptorViewer.aspx?u=org.bluetooth.descriptor.gatt.client_characteristic_configuration.xml

We can see pairs of transaction that happen at a reasonably consistent interval, but no data is
exchanged since the BLEFriend (the peripheral) is saying 'sorry, | don't have any data for you':

Eile fda Wiew Go Capture Anahme Satisties Telephony Took [nternals Help
oo adm BERXXR AesaTLa ([EE aaan gpmg 1

o, Time Source Drestimation Protocel  Length  Info -
G508 1192, 40771 slave Haster LE LL 60 ADV_IND
6509 1192. 41270 Slave HMaster LE LL 60 COMNECT_REQ
6510 1192. 45658 Master slave LE LL 26 Empty PDU
6511 1192, 45809 Slave Haster LE LL 26 Empty PDU -
6312 1192, 50610 masTer slave ATT 35 Revd write Request, Handle: OxdDle |
6513 1192, 50758 Slave Haster LE LL 26 Empty PDU
6514 1192. 60330 MaSTer slave LE LL 26 EmpTy POU
G315 1192, 60471 5lave Haster LE LL 26 Empty PDU
6516 1192. 69980 MASTer slave LE LL 26 EmpTy POU
6517 1192. 70140 Slave Haster LE LL 26 Empty PDU
6518 1192. 74868 MasTer slave LE LL 26 EmpTy PDU
ave L6 Empty PDU
6520 1192. 79803 MastTer Slave LE LL 26 Empry PDU
G521 1192, 79943 5lave HMaster LE LL 16 Empty PDU
6522 1192. BA8TS MasTer £lave LE LL 26 EmpTy PDU
G523 1192, 85002 5Tave Haster LE LL 26 Empty FDU
6524 1192. 94425 MaAsSTer slave LE LL 26 Empry PDU
65325 1192. 94553 5lave Haster LE LL 26 Empty PDU
6526 1193. 04087 MasTer slave LE LL 26 Empry PDU
6527 1193, 04208 slave Haster LE LL 26 Empty PDU
63528 1193.13933 Master Slave LE LL 26 Empty PDU
6529 1193, 14064 slave Haster LE LL 26 Empty PDU
6530 1193, 23667 Master Slave LE LL 26 EmOTY PDU =
d | m L]

| & Frame 6519: 26 bytes on wire (208 bits), 26 bytes captured (208 bits) on interface O
+ Mordic BLE sniffer meta
= pluetooth Low Eneérgy Link Layer
Access address: OxB4d81175
@ para Header @ 0xDO0S
& CRC: Oub5efss

6 13 9 06 0a 09 11 Zb O7 OO0 99 0D 0O sessssss saPasmaa
0010 00 75 11 d8 84 09 00 ad 7 aa cWirsnns wn

M, pipewireshark_nordic_ble <ive capture i | Packets 33535 ... | Profile Default

Notify Event Data

To see an actual data transaction, we simply need to enter some text in our terminal emulator SW
which will cause the BLEFriend to send the data to nRF UART using the UART service.

Entering the string 'This is a test' in the terminal emulator, we can see the first packet being sent
below (only the "T' character is transmitted because the packets are sent out faster than we enter
the characters into the terminal emulator):
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Eile Edit View Go Capture Analywe Statistics Telephory Tooks Intemals Help
ce Al BEXRE A¢%0T2([EE aaanD DR % B

JiHa. Tiene: Source Destanatson Protocol  Length  Info -
55593 2854, 95085 5lave Master LE LL 26 Empty PDU
55594 2854. 99E92 MasTer slave LE LL 26 EmpTy POU
55395 2855. 00055 51ave Master ATT 34 revd Handle value Motification, Handle: OxOOlc
53596 2835, 974 MastTer Slave LE LL 26 EmpTy PDU
55597 2855.05107 51ave Master LE LL 26 EmpTy FOU
55598 2855. 09619 Master Slave LE LL 26 Empty PDU
55599 2B853. 09776 slave MasTEer LE LL 26 EmpTy POU
55600 2853, 19274 Master Slave LE LL 26 Empty PDU
55601 2855.19395 Slave MasTer LE LL 26 EmpTy PDU
55602 2855. 29033 Mmaster slave LE LL 26 Empty POU
55603 2853, 29210 5lave Master LE LL 26 Empty POU
55604 2855. 33914 master slave LE LL 26 EmpTy POU
55605 2853, 34070 51ave Master LE LL 26 Empty FDU A
55606 2855. 3BB16 MastTer Slave LE LL 26 Empty PDU
55607 2855. 38971 5lave Master LE LL 26 Empty PODU 24
'R} [ ] 3

Frame 55595: 34 bytes on wire {272 bits), 34 bytes caprured (272 bits) on inverface 0
i mordic BLE sniffer meta
: Bluetooth Low Energy Link Layer
Access address: OxBAdB1175

E Data Header: Ox080a

00, .... = RFU: O
= More Data: False
.. = Sequence sumber: True
.0.. = Next Expected Sequence Mumber: False
ol = LLID: Start of an L2CAP message or a complete L2CAP message with no fragmentation (0x02)
00, .... = RFU: O

=

.0 1000 = Length: 8§
w CRC: OxGed7ce
= sluetooth L2CAP Protocal
Length: 4
cIp: attribute Protocol (0x0004)
Bluetooth Attribute Protoco

opcode: Wandle value motificarion [Oxlb
Handle: Ox001lc
value: 54

o000 11 06 1b 01 &d 49 06 Da R .
0010 OO0 75 11 dE 84 Oa OF 04 Ueoenen ... DIV
0020 o9 T3 H

@ | Bluetooth Attribute Protocol (btatt), 4 bytes | Packoets: 57843 . De.. | Profile: Default

What this 4-byte 'Bluetooth Attribute Protocol' packet is actually saying is that attribute 0x001C (the
location of the TX characteristic in the attribute table) has been updated, and the new value is
'0x54', which corresponds to the letter 'T'.

Scrolling a bit further down we can see an example where more than one character was sent in a
single transction ('te' in this case):
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cipewireshark_nordic_ble [Wieeshark 1121 (v112.1-0-g01b6sE

eB AN BEEXR e T2([EE acamn goRx B
Filter: E| Expression... Clesr Apply  Save
Mo Time Source Destination Profocol  Length  Info
IIOLY LB33. /7980 S1AVE Haster Lk LL L0 RMPTY FUU
55620 2855. 62728 Waster 5lave LE LL 26 EmpTy FOU
55621 2855. B2924 slave MasSTer ATT 15 Rewd Handle value wotification, Handle:
55622 26855, BTH81 Master 5lave LE LL 26 Empty PDU
55623 2855. BB0LZ Slave Haster LE LL 26 Empty PODU
5624 2ESS QTS MASEEF slavé LE LL 26 Empty PDU
55625 2855, 97489 5lave Mastar LE LL 26 Empty PDU
55626 2E56. 02266 Master slave LE LL 26 Empty POU
55627 2856.02432 51ave Master ATT 35 Recwd Handle value mMotification, Handle:
55628 2856. 07305 Master 5lave LE LL 26 EmpTy FOU
5629 2856.07432 slave Haster LE LL 26 Empty FDU
55630 2856. 12020 Haster Slave LE LL £6 EmpTy PDU
55631 2B56.12155 5Tave Master LE LL 26 EmprTy PDU
S5632 2856, Y1800 Master Slave LE LL 26 Empty PDU
55633 2856. 21981 Slave Master ATT 35 rowd Handle value motification, Wandle: OwdOLlc

i m Rt e
|| @ Frame 55627: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface 0
i nordic BLE smiffer meta

- Bluetooth Low Energy Link Layer
Access address: OxB4dB11TS

Data Header : OxOS06
oo, = RFU: O
wesl oi.. = MOre Dara: False
seve B,,. = Sequence Number: False
sews ale. = NEXT Expected Sequence Number: True
...... 10 = LLID: Start of am L2CAP message or a complete L2CAP message with no fragmentation (0wx02)
00d. .... = RFUC O
oo 1001 = LengTth: 9
t CRC: OulB3F56
- Bluetooth L2caP Protocol

Length: 5
CID: Attribute Protocol (OwDOO04)
- Bluetooth Attribute Protocol
opcode: Handle walue wotification (Owib)

jooz0 18 fc Ga ]

% @ T Value (btattvalee), 2 bytes Paciosts: G4085 - 5. | Profile: Default

Handle: O0x00lc
I —
0030 11 O6 1c 01 Ed 49 06 0a 01 10 2b 42 B85 97 00 OO . T -

0010 00 75 11 o8 B4 06 09 05 00 04 00 1b 1c 00 BEMEE  .v...... 2ven-- it o]

0wD01lc

Ouwd0lc

The results of this transaction in the nRF UART application can be seen below:

() NRF UART v2.0

Disconnect

[01:41:33] Connected to: UART
[02:06:52] TX: this is a test
[02:07:42] TX: this is a test
[02:09:15] RX: T

[02:09:15] RX: his

In.nn.1 el Bv.
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VLTI MA. )
[02:09:16] RX: s
[02:09:16] RX: a
[02:09:16] RX: te
[02:09:16] RX: st

L i

Device: UART - ready

Closing Wireshark and nRF-Sniffer

When you're done debugging, you can save the session to a file for later analysis, or just close
Wireshark right away and then close the nRF-Sniffer console window to end the debug session.
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Moving Forward

A sniffer is an incredibly powerful and valuable tool debugging your own hardware, reverse
engineering existing BLE peripherals, or just to learn the ins and outs of how Bluetooth Low Energy

actually works on the a packet by packet level.

You won't learn everything there is to know about BLE in a day, but a good book on BLE, a copy of
the Bluetooth 4.1 Core Specification and a sniffer will go a long way to teaching you most of the
important things there is to know about BLE in the real world.
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OS X Support

If you are running OS X 10.9 or higher, you can also use the sniffer on OS X using the nrf-ble-
sniffer-osx (http://adafru.it/ft6) package from Roland King. (Make sure you have the latest version,
as of 20 June 2015, which is now compatible with the FTDI chip used on the Adafruit board.)

Setup instructions are available on the wiki page (http://adafru.it/ft7) for the project.

- Status : Sniffing <unknown:
Packet Count : 15 358
USB Device : FTDI - FT231X USB UART | a/n: DNO0SWND |

Currently Sniffing
Dwvice Name : <cunknown:
Address : dd:2b:48:TI-b5:Be (randam)
ASS1: -54
Event Count - 0

Advertisers

Nama : <unknown:»
Adgress @ 46:88:86:d0:97:a1 (randam)

List Devices Cagture 1o Wirgshark Capture Te PCAP Enter Passkey

Please note that there can be a long delay (30-60 seconds) before Wireshark shows up using

the tool, due to the X11 startup time, etc.
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aoe % Caphuring bom e TolderuBBNhRp] 4n5_§ yvar_sBwi_
File Edit View Go Capture Analyze Statistics Telephony Tools |nternaks Help

e AN BRXS neswTFi[EE .l NS 3

[Wirssharic 1120wl 12-9-0-0 1 ESDLI Trom mastes-1.12]]

Filter | ;Ituprtssmn_.. ear Apply Sav
Ho, |Tlm'.- | Source | Destination | Prulu:ulll.rnnl:h| Infia -
T8 13, TSEIG2000  dd: Zhc4E: THbS B <hrosdcasts LE LL 56 ALV_IMD
79 14, 25AS000  dd: o 4B TFbS B <hrosdcasts LE LL 56 ADV_IMD
B0 14, 303255000 dd: To-am: 7 b3 B <brosdcasts LE LL 56 ADV_TMD
BI 14, 303919000 dd- Zh: 48 T b 0e <hrosdcant= LE LL S0 ADV_EMD
B B4 RARALED00  dd: Tho 4l T b e «hroadcaits ul LL S8 ADOV_IMD
B3 b4 BSODA2008  dd:3h: 48 T BS: B “hradeaits LE LL 56 ADV_EMD n
B4 14, BSOTAG000  dd: Th: 48 T b Be shiroatcaste LE LL 56 ADV_EMD
B5 15, S01SBE000  dd: Zhc 48 7F b5 B shroadcasts LE LL 56 ALV_IMD
85 15, 402252000  dd: 48 THbS B <hrosdcasts LE LL 56 ALV_IMD
B7 1%, 02916000 dd: Zh: 4B 7E b3 B <hrosdoasts LE LL 56 ADV_IMD
B 1%, G4ESOS000  dd: Zbcam: 7H b Bc <hrosdcasts LE LL 56 ADV_TMD
% U5, GAE262000  dd: Jhc 4l TF; B e chrosdcaits L LL 6 KDV _IMD
B 05 GAUNDEO0D  dd: 2. 4B TP BS: B <hropdiails Ll LL 46 AOV_IMD A
B0 L6, AUULASO00  dd: Ih: 4l T b Be shroitdcaits LE LL 56 AV EMO . L]
EEEEEE——— — .

b Frams 42: 56 bytes on wire (448 bits), 56 bytes captursd (448 bits) sn interface §
¥ Wordic BLE Sniffer Meta
.

Accens Address: OxBeRUbsdh
B Packe! Hesdsr: Oxledl (FDU Typs: ADY_ MO, Trkdd=false, Axkdd=falis)
Advertining Addfadd: dd 2 4@ 70 b5 B (da: M 4l W1 bS 8]
= Advertising Data
B Flags
b Tn Power Level
= 128-bat Service Claszz WIDs
Leagth: 17
Type: 1J8-bit Service Class WWIDs (00T

FOOMC: GxdTeTes

OOOD &7 06 31 01 67 41 04 Ga 01 27 3% OO 00 58 0Z 00 1.9, .8
01D @8 3% be B Be 4 i § &8 i B H
Bo20 T o i1

noR0 . i

@ 1 [Custom UUID (Dicommon,eir. . | Fackets: 189 - Displayed. 169 (100.0%)

If Wireshark doesn't show up and X11 has been installed correctly, try forcing X11 closed and
trying a second time. The startup process can sometimes stall.

© Adafruit

. https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer Page 22 of 30
Industries



Python API

The Python interface requires a custom Wireshark library for Linux. We're currently working

on adding support for this. Please use the Windows or OS X utility until the update is available.

Nordic provides a Python API for their sniffer firmware that makes it possible for us to use the sniffer
on any platform, and we've put together a basic wrapper for this API to help you get started.

We've tested this wrapper with Python 2.7 on the following platforms:

e OSX10.10
e Windows 7 x64
e Ubuntu 14.04

To stream live data into Wireshark the way the official Windows app (http://adafru.it/k6F) from
Nordic does you will need to compile a Wireshark utility that creates a name pipe that data gets
pushed through.

To keep things simple, though, you can also just log sniffed traffic directly to a libpcap file, which can
be opened directly in Wireshark when you are done, which is the easiest solution and what we'll be
demonstrating here:

=t

SemiconductorsSnifferslogs |l

Scanning for BLE devices

Found 2 BLE dewvices:

[11 " (E?:8C 66 .
" (14:99 :29:CF, 91>

" to scan again

------

Requirements
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To use the example we provide for the Python API, you will require the following utilities:

e Python 2.7.x (http://adafru.it/edH) (we tested with 2.7.6)

e pySerial (http://adafru.it/cLU)

If you're new to Python and pySerial, have a look at our Instaling Python and

PySerial (http://adafru.it/k7c) guide by Simon Monk.

Download the API

Once you have Python and pySerial installed on your system, you will need to download a copy of

the Python API.

The latest version of the API is always available on Github (http:/adafru.it/edd), but you can also
download a .zip file of the latest code directly using the button below:

Unzipping the file should give you a file structure resembing the image below:

. SnifferAPl

. wireshark_dissector_source

D5 Store

|| AP Manifest.tet
E- documentation.html

L8 examnple.py
|| LICEMSE.txt

'EC] Mordic Semiconductor Sniffer API Guide....

|| readrme.md
L8 sniffer.py

o =
sniffer_uart_protocoladsx

28/11/2014 15:34
277112014 09:29
26/11/2014 22:05
2771172014 09:29
27/11/2014 09:29
26/11/2014 22:20
27/11/2014 09:29
2771172014 09:29
27/11/2014 09:29
28/11/2014 15:48
27/11/2014 09:29

Using the sniffer.py Wrapper

To help you get started, we've made an easy to use wrapper called sniffer.py:
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http://adafru.it/edK

Dossier de fichiers
Dossier de fichiers
Fichier D5_STORE
Documnent texte

Chrome HTML Do...

JetBrains PyCharm

Docurnent texte

Adobe Acrobat Dn...

Fichier MD
JetBrains PyCharm

Feuille de calcul ...

https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer
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$ sudo python sniffer.py -h
usage: sniffer.py [-h] [-v] serialport

with the LE firmware
positional arguments:

serialport  serial port location (COM14', /dev/tty.usbserial-DNO09WNO',
etc.)

optional arguments:
-h, --help  show this help message and exit
-v, --verbose verbose mode (all serial traffic is displayed)

It takes a single argument, the COM port location, which will be something like 'COM15' on
Windows, '/dev/ttyACM™ on Linux, or '/dev/tty.usbserial* on OS X.

Linux

To run the sniffer wrapper on Linux, enter the following command (changing the serial port as
necessary):

$ sudo python sniffer.py /dev/tty ACMO

OS X

To run the sniffer wrapper on OS X, enter the following command (changing the serial port as
necessary):

$ python sniffer.py /dev/tty.usbserial-DNOO9MP6

Windows

To run the sniffer wrapper on Windows, enter the following command (changing the serial port as
necessary):

You can find the serial port used by the Bluefruit LE Sniffer by opening the Device Manager on

your system and looking in the 'Ports' category:
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4 Y% Ports (COM et LPT)
. .3 USB Serial Port (COM30)

python sniffer.py COM30

Scanning for Devices

If the wrapper was able to connect to the Bluefruit LE Sniffer, it will perform a 5 second scan for
Bluetooth Low Energy devices in range, and ask you which device you want to listen to:

$ sudo python sniffer.py /dev/tty ACMO
[sudo] password for ktown:
data to logs/capture.pcap
to sniffer on /dev/tty ACMO
for BLE devices (5s) ...
2 BLE devices:

[11"" (E7:0C:E1:BE:87:66, RSSI = -52)
[2] " (14:99:E2:05:29:CF, RSSI = -94)

a device to sniff, or '0' to scan again

Once you select a device, it will start scanning that specific device, and you will see an update every
second of the number of packets 'sniffed' from the device (where each "' represents a packet):

a device to sniff, or '0' to scan again

to follow device E7:0C:E1:BE:87:66

Locating the Log File

Once you've sniffed enough data, simply type CTRL+C to stop, and locate the libpcap log file at the
path mentionned by the tool. This will normally be:

e Windows: 'C:\Users\ktown\AppData\Roaming\Nordic Semiconductor\Sniffer\logs
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\capture.pcap' (this will of course change based on your username)
e OS X/Linux: 'logs/capture.pcap’ (relative to the location of the Python API)

Analyze Data in Wireshark

At this point, you simply need to open the capture.pcap file in Wireshark, and you can analyze the
sniffed data!

The image below shows an advertising packet from a factory default Bluefruit LE
Friend (http://adafru.it/edl) board:

frarm master-1.12]] - | | =) ot
Bile Edit View Go Capture Analyve Jtatisties Telephony Toek [ntemasls Help
coAamd BEXRR AvreTF2 EF acaan enmk H
Filter: :El Expresgion.. Clear Apply  Save
Time: Source Destination Protocol  Lemgth Infio i

228 13, 347128 Slave MAsTer LE LL &0 ADV_IND

229 13, 348449 slave Master LE LL &0 ADv_IND

230 13.893268 slave Master LE LL &0 ADW_IND

231 13.896275 Slave Master LE LL &0 ADV_IND

232 13.898702 slave Master LE LL &0 ADV_IND

233 14,447219 Slave Master LE LL B0 ADV_TIND

234 14.449674 %lave MasTer LE LL &0 ADV_IND

235 14.451346 slave Master LE LL &0 ADV_IND

236 14,998824 Slave Master LE LL 60 ADV_THND
G — . ;

® Frame 232: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
* Wordic BLE smiffer meta

=

Access Address: OxBef8Sbeds
® Packet Header: Ox2240 (PDU Type: ADV_IND, Txadd=false, Rxadd=false)
advertising Address: e7:0c:el:be:B7:66 (ef:0c:el:be:87:66)

= Appearance: Generic Tag
Length: 3
Type: Appearance (0xl@)
Appearance: Generic Tag (0x0200)

= Flags
Length: 2
Type: Flags (0x01)
000, .... = Reserved: 0x00
-.0 ... = sisultanecus LE and BR/EDR to Same Device capable (Most): falze (Ox00)

« 0... = SisuTtaneous LE and BR/EDR to Same Device Capable (Controller): false (Ox0a)
Ll.. = BR/EDR woU Supported: true (OxO01)
cee +:1. = LE General Discoverable wode: true (Owdl)
tese we-0 = LE Limited Discoverable wode: false (000
= Tx Power Level
Length: 2
Type: Tx Power Level (Oxda)
Power Level (dBm): O
= 128-bit service class uuipDs
Length: 17
Type: 126-bit Service Class uulbs (0m07)
Custom UUID: Secadc2dOeeiadedddf Iadb5olo0d i6e
|
= [Expert Info (Chat/Protocol): correct]
[eorrect]
[severity level: cChat]
[Group: Protocol]

op00 OB 06 35 0L od Ob O6 Oa 01 27 34 00 O0 98 02 00  ..5..... . d....
00L) 00 dE be 89 Be 40 22 66 87 be el Oc o HH I A pEE
e 0L 06 02 Oa 00 11 07

7| advertising Data (bbeornenan.ei_sd.adverts.  Packets: L. | Profile Default
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Note that the utility will start sniffing data as soon as you connect to the Bluefruit LE Sniffer, so

early packets in the log file might contain advertising packets from other devices in range. It
will only start filtering packets once you select a specific device via the selection dialogue.

For information on how to use Wireshark, have a look at the notes on the official nRF Sniffer
utility (http://adafru.it/k6F), which describes some of the packet types you might encounter working
with Bluetooth Low Energy.
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../../../../introducing-the-adafruit-bluefruit-le-sniffer/nordic-nrfsniffer#working-with-wireshark

FAQs

When | connect to a Central device, | don't see any connection data, but when | disconnect | see
the advertising packets again. How do | capture data with a connected peripheral?
This is a limitation of the sniffer firmware from Nordic. Advertising in Bluetooth Low Energy
happens on three dedicated channels, each running at it's own frequency. For the sniffer to
‘follow' the connection it needs to be looking at the right channel when the connection happens,
and there is a 2/3 chance that it is looking at another channel at any given moment.

To capture the connection and see data exchanges post connection, you may need to connect
several times until the channels are aligned between the sniffer and the BLE peripheral+central
devices.

How do | convert between Sniffer and Bluefruit LE firmware using SWD?
Reflashing Bluefruit LE modules over SWD (ex. switching to the sniffer firmware and back) is at
your own risk and can lead to a bricked device, and we can't offer any support for this
operation! You're on your own here, and there are unfortunately 1,000,000 things that can go
wrong, which is why we offer two separate Bluefruit LE Friend boards -- the sniffer and the
normal Bluefruit LE Friend board with the non-sniffer firmware, which provides a bootloader with
fail safe features that prevents you from ever bricking boards via OTA updates.

AdaLink (SWD/JTAG Debugger Wrapper)

Transitioning between the two board types (sniffer and Bluefruit LE module) is unfortunately not
a risk-free operation, and requires external hardware, software and know-how to get right, which
is why it isn't covered by our support team.

That said ... if you're determined to go down that lonely road, and you have a Segger J-

Link (http://adafru.it/fYU) (which is what we use internally for production and development),

or have already erased your Bluefruit LE device, you should have a look at

Adalink (http://adafru.it/fPq), which is the tool we use internally to flash the four files required to
restore a Bluefruit LE module. (Note: recent version of AdaLink also support the cheaper
STLink/V2 (http://adafru.it/2548), though the J-Link is generally more robust if you are going to
purchase a debugger for long term use.)

To go from the sniffer to Bluefruit LE firmware the mandatory Intel Hex files are available in the
Bluefruit LE Firmware repo (http://adafru.it/edX). You will need to flash:

An appropriate bootloader image

An appropriate SoftDevice image

The Bluefruit LE firmware image

The matching signature file containing a CRC check so that the bootloader accepts the
firmware image above (located in the same folder as the firmware image)
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https://github.com/adafruit/Adafruit_Adalink
https://www.adafruit.com/products/2548
https://github.com/adafruit/Adafruit_BluefruitLE_Firmware

The appropriate files are generally listed in the version control .xml file (http://adafru.it/fPr) in the
firmware repository.

If you are trying to flash the sniffer firmware (at your own risk!), you only need to flash a single
.hex file, which you can find here (http://adafru.it/fYV). The sniffer doesn't require a SoftDevice
image, and doesn't use the fail-safe bootloader -- which is why changing is a one way and risky
operation if you don't have a supported SWD debugger.

Adafruit_nF51822_Flasher

We also have an internal python tool available that sits one level higher than AdalLink
(referenced above), and makes it easier to flash specific versions of the official firmware to a
Bluefruit LE module. For details, see the Adafruit nRF51822 Flasher (http://adafru.it/fVL) repo.
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